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Cryptocurrency markets have emerged as an important component of the global 

financial system, attracting investors, financial institutions, businesses, and 

regulators while simultaneously generating significant concerns regarding financial 

risk and market stability. This review examines the relationship between 

cryptocurrency markets and financial risk, with particular emphasis on market 

volatility, contagion effects, and regulatory developments. Drawing on findings from 

existing empirical and theoretical literature, the study synthesizes evidence on the 

factors contributing to cryptocurrency price instability, including speculative trading, 

leverage, market sentiment, liquidity constraints, technological disruptions, 

macroeconomic conditions, and regulatory uncertainty. The review further explores 

how shocks originating in major cryptocurrencies and crypto-related institutions can 

spread across digital assets and, increasingly, interact with traditional financial 

markets. Evidence suggests that cryptocurrency markets exhibit persistent volatility 

and interconnectedness, although the magnitude and direction of contagion vary 

across market conditions and asset classes. The study also highlights the growing 

importance of regulatory frameworks in addressing investor protection, market 

manipulation, stablecoin risks, money laundering, and systemic financial 

vulnerabilities. Overall, the review indicates that effective regulation, improved 

market transparency, stronger risk-management mechanisms, and enhanced 

monitoring of crypto-financial linkages are essential for reducing vulnerabilities 

while supporting responsible innovation. The study concludes that cryptocurrency 

markets should be assessed not only as independent speculative markets but also as 

increasingly interconnected components of the broader financial ecosystem. 
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1. Introduction 1 

Cryptocurrency markets have emerged as an important component of the global financial system, transforming the way 

individuals, businesses, and investors perceive money, financial assets, and digital transactions. Since the introduction of Bitcoin, 

the cryptocurrency ecosystem has expanded substantially to include thousands of digital assets, decentralized finance (DeFi) 

applications, stablecoins, tokenized assets, and blockchain-based financial services. The rapid expansion of these markets has 

attracted institutional and retail investors because of their potential for high returns, portfolio diversification, technological 

innovation, and financial inclusion. At the same time, cryptocurrencies differ considerably from conventional financial assets 

because they operate within highly dynamic technological and institutional environments characterized by decentralized 

infrastructures, heterogeneous market participants, continuous trading, and evolving regulatory frameworks. These 

characteristics have generated significant academic and policy interest in the financial risks associated with cryptocurrency 

markets. 

 

One of the most prominent characteristics of cryptocurrency markets is their exceptionally high and time-varying volatility. 

Cryptocurrency prices can experience substantial movements over relatively short periods, creating considerable opportunities 

for gains while simultaneously exposing investors and financial institutions to significant losses. Market volatility may be 

influenced by speculative trading, changes in investor sentiment, technological developments, macroeconomic conditions, 
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liquidity constraints, market manipulation, regulatory announcements, and major events affecting individual cryptocurrencies or 

cryptocurrency exchanges (Aniwa, 2021). Unlike traditional financial markets, cryptocurrency markets operate continuously, 

including weekends and holidays, which may further influence trading behavior and price discovery. The persistence of volatility 

has therefore raised questions concerning the suitability of cryptocurrencies for investment, their implications for financial 

stability, and the effectiveness of conventional risk-management techniques when applied to digital assets. 

 

Beyond individual asset volatility, increasing attention has been directed toward the interconnectedness and contagion effects 

within cryptocurrency markets. Cryptocurrency assets are not isolated from one another; rather, they are linked through common 

investors, trading platforms, stablecoins, blockchain infrastructures, decentralized finance protocols, and market expectations. 

Shocks affecting one major cryptocurrency or market institution can consequently spread to other digital assets. The collapse or 

distress of a major cryptocurrency exchange, stablecoin, lending platform, or decentralized finance protocol may generate 

broader market repercussions through liquidity withdrawals, investor panic, forced selling, and declining confidence. Such 

developments demonstrate that cryptocurrency-related risks can have both asset-specific and systemic dimensions. 

Understanding these transmission mechanisms is therefore essential for evaluating whether disturbances originating in 

cryptocurrency markets can affect broader financial markets and institutions. 

 

Another important dimension of cryptocurrency-related financial risk concerns the evolving regulatory environment. 

Governments and financial authorities worldwide have adopted different approaches to cryptocurrencies, ranging from 

supportive regulatory frameworks and licensing systems to restrictive measures and outright prohibitions. Regulatory uncertainty 

can influence investor confidence, market participation, liquidity, innovation, and the geographical distribution of 

cryptocurrency-related activities. Regulations concerning taxation, consumer protection, anti-money-laundering requirements, 

stablecoins, cryptocurrency exchanges, securities classification, and financial stability have become increasingly important as 

digital assets become more integrated into mainstream finance. Effective regulation must balance competing objectives: 

protecting consumers and investors, reducing illicit financial activities and systemic risks, preserving market integrity, and 

allowing beneficial technological innovation to develop (Adenike, 2023). 

 

The relationship between cryptocurrency markets and traditional financial markets further complicates the assessment of 

financial risk. Initially perceived by some investors as an alternative or relatively independent asset class, cryptocurrencies have 

increasingly exhibited periods of stronger association with conventional financial assets, particularly during episodes of global 

economic and financial stress. Changes in interest rates, inflation expectations, monetary policy, equity-market conditions, and 

investor risk appetite may influence cryptocurrency prices and volatility. At the same time, developments in cryptocurrency 

markets may increasingly matter to conventional financial institutions as banks, investment firms, payment providers, and asset 

managers become more exposed to digital assets and blockchain-based financial services. This growing interconnectedness 

makes it necessary to examine cryptocurrency risks not only from the perspective of individual investors but also in relation to 

portfolio management, financial institutions, market stability, and regulatory policy. 

 

Existing research on cryptocurrency markets has expanded rapidly, but the literature remains fragmented across several 

disciplines and analytical perspectives. Studies have examined cryptocurrency price volatility, market efficiency, speculative 

behavior, liquidity, investor sentiment, spillovers, portfolio diversification, systemic risk, stablecoin stability, and regulatory 

responses. However, the rapid evolution of cryptocurrency markets means that findings from earlier periods may not fully 

capture current market structures and emerging forms of risk (Adelopo, 2025; Bulbul et al., 2019). In addition, evidence 

concerning contagion and integration with traditional financial markets remains mixed, with relationships often varying across 

cryptocurrencies, market conditions, time periods, and methodologies. A comprehensive synthesis is therefore necessary to 

bring together the diverse evidence and identify areas of agreement, disagreement, and continuing uncertainty. 

 

Against this background, this review examines cryptocurrency markets from the broader perspective of financial risk, with 

particular emphasis on three interconnected dimensions: volatility, contagion, and regulation. The review synthesizes existing 

knowledge on the sources and characteristics of cryptocurrency volatility, evaluates mechanisms through which shocks may 

propagate within cryptocurrency markets and between digital and traditional financial assets, and examines the development 

and implications of regulatory responses. It also considers the implications of these issues for investors, financial institutions, 

policymakers, and the future integration of digital assets into the global financial system. By bringing these dimensions together, 

the study seeks to provide a coherent understanding of the opportunities and risks associated with cryptocurrency markets and 

to identify important directions for future research. 
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2. Methodology 

2.1 Research Design 

This study adopts a systematic narrative review design to comprehensively examine the relationship between cryptocurrency 

markets and financial risk, with particular emphasis on market volatility, financial contagion, and regulatory developments. A 

review-based approach is appropriate because cryptocurrency research has expanded rapidly across finance, economics, 

technology, and regulatory studies, producing evidence from diverse methodological perspectives. Rather than generating 

primary survey or experimental data, the study synthesizes existing empirical and theoretical evidence to identify recurring 

findings, areas of consensus and disagreement, methodological developments, and emerging research gaps (Ayrin et al., 2025; 

Yusuf et al., 2025; Tanvir et al., 2024). The review is organized around three interconnected dimensions: the sources and 

characteristics of cryptocurrency volatility, the transmission of shocks and contagion within and beyond cryptocurrency markets, 

and the role of regulatory frameworks in mitigating or amplifying financial risks. 

 

2.2 Literature Search Strategy 

Relevant academic literature was identified through structured searches of major scholarly databases and research platforms, 

including Scopus, Web of Science, ScienceDirect, SpringerLink, Wiley Online Library, Taylor & Francis, Emerald Insight, Google 

Scholar, and relevant institutional and regulatory publications (Saha et al., 2025a,b; Tanvir et al., 2020; Hossain & Alasa, 2024a,b). 

Search terms were developed around the central concepts of the study and combined using Boolean operators. Core search 

expressions included cryptocurrency volatility, crypto market risk, Bitcoin volatility, cryptocurrency contagion, financial contagion, 

crypto spillovers, cryptocurrency regulation, digital asset regulation, systemic risk, market connectedness, and cryptocurrency 

financial stability. Additional searches combined these terms with specific methodological concepts such as GARCH models, VAR 

models, wavelet analysis, connectedness measures, tail risk, and systemic risk. Reference lists of highly relevant studies were also 

examined to identify additional publications that may not have appeared in the initial database searches (Yusuf et al., 2024; Sami 

et al., 2026). 

 

2.3 Inclusion and Exclusion Criteria 

The review focused primarily on peer-reviewed journal articles, scholarly book chapters, working papers from recognized 

research institutions, and authoritative reports addressing cryptocurrency markets, financial risk, volatility, contagion, or 

regulation. Studies were considered relevant when they provided theoretical arguments, empirical evidence, methodological 

contributions, or regulatory analysis directly related to the objectives of the review. Particular attention was given to research 

examining major cryptocurrencies, including Bitcoin and Ethereum, as well as studies covering broader cryptocurrency portfolios 

and market indices. Publications were excluded when cryptocurrency was only mentioned incidentally, when they lacked 

sufficient analytical relevance to financial risk, or when they consisted primarily of promotional, commercial, or unsupported 

commentary (Alasa et al., 2025a,b). Duplicate publications and studies with substantially overlapping content were also removed 

to improve the consistency of the evidence base. 

  

2.4 Data Sources and Evidence Extraction 

The review relied on secondary evidence obtained from published academic research and authoritative institutional sources. For 

each selected study, relevant information was systematically extracted concerning publication characteristics, research objectives, 

cryptocurrency markets examined, sample periods, data frequency, methodological approaches, risk measures, principal findings, 

and implications for financial stability and regulation. Particular attention was paid to differences in findings arising from 

variations in cryptocurrency selection, market conditions, geographical coverage, observation periods, and analytical techniques. 

Evidence relating to regulatory developments was extracted separately, including discussions of licensing requirements, investor 

protection, market integrity, anti-money-laundering measures, stablecoin oversight, taxation, and broader financial-stability 

considerations. 

 

2.5 Analytical Framework 

The selected literature was organized thematically into three major analytical dimensions. The first dimension concerns 

cryptocurrency market volatility, examining evidence on extreme price movements, volatility persistence, asymmetric responses 

to positive and negative shocks, liquidity conditions, speculative behavior, and the effectiveness of different volatility models. 

The second dimension addresses contagion and financial connectedness, focusing on volatility and return spillovers among 

cryptocurrencies and between cryptocurrency markets and traditional financial assets such as equities, commodities, foreign 

exchange, and bonds (Hossain et al., 2023; Das et al., 2025). The third dimension examines regulation and financial risk, assessing 

how regulatory uncertainty, regulatory interventions, market supervision, investor-protection mechanisms, and different 

approaches to digital-asset governance influence market stability. These dimensions are considered interconnected because 

regulatory changes can affect market volatility, while episodes of extreme volatility and contagion can, in turn, influence 

regulatory responses. 
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2.6 Synthesis of Findings 

A thematic synthesis approach was used to integrate findings across the reviewed literature. Rather than treating individual 

empirical estimates as directly comparable, the study identifies common patterns and explains differences according to research 

design, datasets, periods of analysis, and methodological choices. Findings are synthesized according to whether the literature 

provides evidence of persistent volatility, changing risk characteristics, significant cross-market spillovers, or regulatory effects on 

market stability (Sarwer et al., 2022). Where studies produce conflicting conclusions, the review considers potential explanations 

such as differences in market regimes, cryptocurrency maturity, sample periods, measurement techniques, and regulatory 

environments. This approach allows the study to develop a broader interpretation of cryptocurrency-related financial risk rather 

than relying on the results of individual studies. 

 

2.7 Assessment of Methodological Trends and Research Gaps 

The methodology also incorporates a critical assessment of the approaches used in existing cryptocurrency research. Attention is 

given to the increasing use of advanced econometric and computational techniques, including GARCH-family models, VAR and 

SVAR models, DCC-GARCH models, quantile-based approaches, wavelet methods, copula models, network analysis, and 

connectedness measures. The review evaluates the strengths and limitations of these approaches in capturing nonlinear 

dependence, tail risk, time-varying relationships, and transmission mechanisms. Based on this assessment, methodological and 

conceptual gaps are identified, particularly where existing research provides inconsistent evidence or insufficiently integrates 

volatility, contagion, and regulatory dimensions within a common financial-risk framework (Saha et al., 2026). 

 

2.8 Reliability and Quality Considerations 

To enhance the reliability of the review, priority was given to studies published in established peer-reviewed journals and 

evidence produced by recognized financial, economic, and regulatory institutions. Findings were compared across multiple 

independent studies rather than relying on isolated results. Greater weight was assigned to studies with clearly defined research 

designs, transparent data sources, appropriate statistical procedures, and clearly reported findings. Because cryptocurrency 

markets are rapidly evolving, the review also considers the temporal relevance of evidence and recognizes that conclusions 

drawn from early cryptocurrency markets may not fully represent the characteristics of more mature markets. Consequently, the 

synthesis distinguishes enduring findings from conclusions that may be sensitive to changing market structures, technological 

developments, and regulatory environments. 

 

3. Findings and Discussion 

3.1 Cryptocurrency Market Volatility 

3.1.1 Characteristics and Drivers of Cryptocurrency Volatility 

The reviewed evidence consistently indicates that cryptocurrency markets exhibit substantially higher and more persistent price 

volatility than many traditional financial assets. Major cryptocurrencies such as Bitcoin and Ethereum have experienced rapid 

upward and downward price movements within relatively short periods, reflecting the comparatively young and rapidly evolving 

nature of digital-asset markets. Unlike mature equity and bond markets, cryptocurrency markets operate continuously, including 

weekends, allowing information, investor reactions, and speculative trading to be incorporated into prices without the 

interruptions associated with conventional market hours. Previous studies of cryptocurrency price dynamics similarly report high 

volatility, volatility clustering, and pronounced sensitivity to market sentiment. These characteristics indicate that cryptocurrency 

prices are influenced not only by fundamental information but also by expectations about future adoption, technological 

developments, regulatory decisions, and investor behavior. 

 

Speculative trading represents one of the most important drivers of cryptocurrency volatility. A substantial proportion of 

cryptocurrency investment has historically been motivated by expectations of capital gains rather than conventional valuation 

measures such as earnings, dividends, or cash flows. During bullish periods, positive sentiment can attract new investors and 

generate rapid price increases, while negative news can trigger equally rapid selling. Social-media discussions, online 

communities, influential market participants, and changes in investor sentiment can therefore contribute to substantial short-

term price movements (Islam, 2025). This finding is consistent with earlier research showing that cryptocurrency returns are 

particularly sensitive to investor attention, sentiment, and online information. The relatively high participation of retail investors 

can further strengthen these effects because individual investors may respond quickly to market narratives and perceived 

opportunities. 

 

Liquidity conditions also play an important role in explaining cryptocurrency volatility. Although the largest cryptocurrencies 

generally have substantial trading volumes, liquidity remains uneven across exchanges and individual digital assets. When 

market depth is limited, relatively large buy or sell orders can generate considerable price changes. Liquidity pressures become 
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especially important during market downturns, when investors attempt to exit positions simultaneously. Technological 

developments, including major protocol upgrades, blockchain congestion, security incidents, and changes in consensus 

mechanisms, can also affect expectations about the future value and usability of cryptocurrencies. In addition, regulatory 

announcements concerning taxation, trading restrictions, exchange operations, stablecoins, and institutional participation can 

rapidly alter market expectations. 

 

Macroeconomic conditions have become increasingly relevant as cryptocurrency markets have matured. Changes in interest 

rates, inflation expectations, global liquidity, monetary policy, and investor risk appetite can influence demand for digital assets. 

During periods of abundant liquidity and strong risk appetite, investors may allocate more funds to relatively risky assets such as 

cryptocurrencies. Conversely, tighter monetary conditions and heightened uncertainty can encourage investors to reduce 

exposure to speculative assets. Compared with traditional assets, cryptocurrencies therefore appear to combine asset-specific 

sources of uncertainty with broader financial and macroeconomic influences. Their greater sensitivity to new information can be 

attributed to market immaturity, speculative participation, uncertain fundamental valuation, rapid technological change, and the 

absence of long-established valuation frameworks. 

 

3.1.2 Volatility Spillovers and Time-Varying Risk 

The review indicates that cryptocurrency volatility is not confined to individual digital assets but can be transmitted across 

cryptocurrencies and, increasingly, between cryptocurrency and traditional financial markets. Volatility spillovers are particularly 

evident among major cryptocurrencies because they share investors, trading platforms, liquidity providers, and market narratives. 

A substantial shock to Bitcoin, for example, can affect Ethereum and other major digital assets as investors rebalance their 

portfolios or interpret the shock as evidence of broader cryptocurrency-market weakness. Previous empirical research has 

identified significant return and volatility transmission within cryptocurrency markets, although the intensity of these 

relationships varies according to market conditions and the assets considered. 

 

The strength of volatility transmission is clearly time-varying. During relatively stable market conditions, individual 

cryptocurrencies may demonstrate differentiated price behavior, allowing investors to obtain some diversification from holding 

multiple digital assets. During periods of market stress, however, correlations frequently increase. This phenomenon reduces the 

effectiveness of diversification precisely when investors most need protection. Major market crashes, exchange failures, 

regulatory interventions, and periods of exceptional uncertainty have demonstrated how quickly previously differentiated assets 

can begin moving in the same direction (Zhou, 2024). The COVID-19 market shock, for instance, illustrated the vulnerability of 

cryptocurrency markets to a global risk-off environment, while subsequent episodes of digital-asset distress demonstrated that 

cryptocurrency-specific shocks can also generate substantial spillovers within the sector. 

 

The relationship between cryptocurrency and conventional financial markets has likewise become more dynamic. Earlier research 

often characterized Bitcoin as relatively independent from stocks, bonds, and other conventional assets, supporting the 

argument that cryptocurrencies could provide diversification benefits. More recent evidence, however, suggests that these 

benefits are conditional and can weaken substantially during periods of financial stress. Increasing participation by institutional 

investors, the development of cryptocurrency-related financial products, and greater integration with global investment markets 

have contributed to stronger connections with broader risk sentiment. Consequently, cryptocurrency risk should be treated as 

dynamic rather than constant. Portfolio managers cannot reasonably assume that historical correlations will remain stable during 

future crises. 

 

These findings have important implications for risk management and financial stability. Conventional portfolio models based on 

stable correlations may underestimate the probability of simultaneous losses across assets. The evidence instead supports the 

use of dynamic volatility and correlation measures, stress testing, and scenario analysis when assessing cryptocurrency exposure. 

The time-varying nature of risk also means that diversification strategies that appear effective during normal market conditions 

may provide substantially less protection during extreme market events. 

 

3.1.3 Extreme Price Movements and Market Fragility 

Extreme price movements constitute one of the clearest indicators of cryptocurrency market fragility. The reviewed literature 

identifies repeated episodes of rapid appreciation followed by substantial corrections, speculative bubbles, and sudden declines. 

Such patterns have occurred during different stages of cryptocurrency development, indicating that extreme movements are not 

isolated events associated with a single market cycle. Instead, they form a recurring feature of digital-asset markets. Rapid price 

appreciation can encourage momentum trading and the entry of new investors, creating feedback mechanisms in which rising 

prices generate additional demand. Once sentiment changes, the same mechanism can operate in reverse, producing 

accelerated selling and sharp corrections. 
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Leverage can substantially amplify these movements. When investors use borrowed funds to increase cryptocurrency positions, 

relatively modest price declines can result in forced liquidation. If many leveraged positions are liquidated simultaneously, selling 

pressure can increase substantially, creating additional downward price movements. This process can produce a feedback loop 

between falling prices, margin calls, forced sales, and further price declines. Similar mechanisms are present in conventional 

financial markets, but their effects can be particularly pronounced in cryptocurrency markets because of high price volatility and 

the rapid execution of digital-asset trading. 

 

Liquidity shortages represent another important source of fragility. During periods of severe uncertainty, market participants may 

withdraw liquidity at the same time that investors attempt to sell. Consequently, the difference between quoted prices and 

executable transaction prices can increase, making it more difficult to exit positions without substantial losses. Market 

concentration can intensify these risks because a relatively small number of major cryptocurrencies account for a large 

proportion of total cryptocurrency-market activity and capitalization. Distress affecting a major asset can therefore have 

consequences for numerous smaller assets. 

 

At the same time, the evidence also demonstrates a degree of resilience. Cryptocurrency markets have repeatedly recovered 

from major corrections, technological disruptions, exchange failures, and regulatory uncertainty. New market infrastructure, 

institutional custody arrangements, risk-management practices, and regulatory frameworks have gradually developed in 

response to earlier weaknesses (Pacelli, 2025). The overall picture is therefore one of a market that is simultaneously innovative 

and resilient but structurally vulnerable to abrupt changes in expectations, liquidity, leverage, and investor sentiment. Extreme 

price movements should consequently be interpreted not simply as episodes of speculation but as evidence of deeper structural 

characteristics that shape cryptocurrency financial risk. 

 

3.2 Contagion and Interconnectedness in Cryptocurrency Markets 

3.2.1 Cross-Cryptocurrency Contagion 

The findings show that cryptocurrency markets have become increasingly interconnected as trading platforms, investment 

products, stablecoins, decentralized finance applications, and common investor bases have expanded. Shocks affecting one 

major cryptocurrency can therefore be transmitted to other digital assets through several mechanisms. Direct portfolio 

rebalancing is one important channel: when investors experience losses in one asset, they may liquidate positions in other 

cryptocurrencies to raise liquidity or reduce overall risk. Shared investor sentiment provides another channel because negative 

perceptions of one major cryptocurrency can quickly develop into broader concerns about the entire digital-asset sector. 

 

Return and volatility spillovers are particularly apparent among large cryptocurrencies. Bitcoin frequently plays a central role 

because it has the largest market capitalization and serves as a reference asset for many investors. Movements in Bitcoin can 

therefore influence expectations regarding other cryptocurrencies. Ethereum also has an important position because of its 

extensive role in decentralized finance, token issuance, and blockchain-based applications. The increasing integration of digital 

assets means that shocks can move through both market and technological connections rather than through simple price 

correlations. 

 

Stablecoins represent an additional mechanism of interconnectedness. They are widely used as settlement and liquidity 

instruments within cryptocurrency markets, meaning that disruptions involving a major stablecoin can affect trading activity 

across multiple assets. Concerns regarding the stability, reserves, redemption mechanisms, or governance of a widely used 

stablecoin can therefore produce broader market reactions. The collapse of TerraUSD, for example, demonstrated how instability 

in one digital-asset segment could rapidly affect other cryptocurrencies and related decentralized-finance activities. 

 

Importantly, contagion tends to intensify during periods of market stress. Under normal conditions, differences in cryptocurrency 

fundamentals may produce relatively independent price movements. During crises, however, investors often focus on preserving 

liquidity and reducing risk rather than distinguishing among individual assets. Correlations consequently increase, and shocks 

spread more rapidly (Islam, 2025). This finding suggests that the apparent diversification available across cryptocurrencies can be 

considerably weaker during periods when protection is most important. 

 

3.2.2 Cryptocurrency–Traditional Financial Market Linkages 

The relationship between cryptocurrency markets and traditional financial markets has evolved considerably. Early studies 

frequently found limited correlation between Bitcoin and major equity, bond, and commodity markets, leading to the 

interpretation that cryptocurrencies could provide an alternative source of diversification. However, the increasing 

institutionalization of cryptocurrency investment and the growing participation of professional investors have contributed to 

stronger connections with conventional financial markets. Cryptocurrency prices now respond more visibly to changes in global 

risk appetite, interest rates, monetary policy expectations, and broader financial-market conditions. 
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Equity markets provide one of the clearest examples of this changing relationship. During periods of strong investor risk 

appetite, cryptocurrencies and technology-oriented equities can rise simultaneously as investors seek higher-risk opportunities. 

During market stress, both can experience selling pressure as investors reduce exposure to risky assets. The relationship does not 

imply that cryptocurrencies simply replicate equity-market behavior; rather, it indicates that common financial conditions 

increasingly influence both markets. This distinction is important because cryptocurrencies may continue to provide 

diversification benefits during selected periods while becoming less effective as a diversifier during major risk-off episodes. 

 

Connections with bond and foreign-exchange markets also operate through macroeconomic channels. Higher interest rates can 

increase the opportunity cost of holding non-yielding or highly speculative assets while simultaneously tightening financial 

conditions. Changes in the strength of major currencies, particularly the U.S. dollar, can influence international liquidity and 

investor demand for digital assets. Commodity relationships are more heterogeneous because cryptocurrencies do not have the 

same direct supply-and-demand fundamentals as commodities. Nevertheless, both cryptocurrency and commodity prices can 

respond to inflation expectations, geopolitical uncertainty, and changes in global investment sentiment. 

 

Overall, the reviewed evidence suggests that cryptocurrencies should no longer be treated as completely isolated financial 

instruments. Their diversification potential remains relevant, but it is conditional and dependent on the investment horizon and 

prevailing market regime. The increasing integration of digital assets into mainstream financial markets means that portfolio 

construction should account for the possibility of rising correlations during periods of systemic stress. 

 

3.2.3 Systemic Risk and Financial Stability Implications 

The evidence indicates that cryptocurrency interconnectedness creates potential systemic risks, although the magnitude of these 

risks depends heavily on the degree of integration between digital-asset markets and the broader financial system. Risks 

originating within cryptocurrency markets do not automatically become systemic risks for the entire economy. A cryptocurrency 

crash can cause substantial losses for cryptocurrency investors without necessarily threatening banks, payment systems, or other 

major financial institutions (Adekunle, 2024). The distinction becomes increasingly important as cryptocurrency ownership, 

institutional investment, stablecoin usage, and financial-sector exposure expand. 

 

Several transmission channels could connect cryptocurrency distress to the wider financial system. Financial institutions may be 

exposed through direct holdings, lending, custody services, derivatives, or credit relationships with cryptocurrency businesses. 

Investment funds and asset managers can transmit losses to traditional portfolios when they hold significant digital-asset 

positions. Stablecoins can create additional links through their reserve assets and their role in cryptocurrency settlement. If a 

major stablecoin experiences a loss of confidence and large-scale redemptions, the resulting liquidation of reserve assets could 

potentially affect other financial markets, depending on the composition and scale of those reserves. 

 

Payment systems represent another potential channel. Although cryptocurrencies remain separate from most conventional 

payment infrastructures, increasing adoption of digital assets and stablecoins may create stronger operational and financial 

connections. Cybersecurity incidents, operational failures, governance weaknesses, and disruptions at major exchanges or service 

providers could therefore affect a wide network of market participants. The growing use of decentralized-finance platforms 

further increases the complexity of these relationships because interconnected lending, trading, and collateral arrangements can 

transmit shocks rapidly. 

 

Nevertheless, the findings suggest that systemic risk should not be overstated. The global financial significance of cryptocurrency 

markets depends not only on their size but also on their connections with regulated financial institutions, household wealth, 

payment systems, and other critical infrastructures. Where these connections remain limited, cryptocurrency losses are more 

likely to remain concentrated within the digital-asset ecosystem. As integration increases, however, the boundary between 

cryptocurrency-specific risk and broader financial risk becomes less distinct. 

 

The overall evidence therefore supports a risk-based rather than categorical assessment of cryptocurrency systemic importance. 

Regulation, transparency, reserve requirements where applicable, market surveillance, investor protection, capital and liquidity 

safeguards for exposed institutions, and effective risk-management practices can reduce the probability that cryptocurrency-

specific shocks develop into broader financial instability. At the same time, regulators need to monitor interconnectedness 

dynamically because the channels of transmission can change rapidly as new financial products, stablecoins, institutional 

investment structures, and blockchain applications develop. The central finding of this review is that cryptocurrency markets 

have progressed from relatively isolated speculative markets toward increasingly interconnected financial ecosystems (Asif, 

2024). Their volatility and contagion characteristics consequently have implications not only for individual investors but also for 

portfolio management, financial institutions, market infrastructures, and the evolving architecture of global financial stability. 
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3.3 Sources and Transmission Mechanisms of Financial Risk 

3.3.1 Market, Liquidity, and Leverage Risks 

The review finds that market risk represents one of the most persistent sources of financial risk in cryptocurrency markets. 

Cryptocurrency prices exhibit substantially higher volatility than many traditional financial assets, with large price movements 

occurring over relatively short periods (Habib et al., 2024). This volatility is particularly evident during periods of market stress, 

when declines in major cryptocurrencies such as Bitcoin and Ethereum are accompanied by broader losses across alternative 

cryptocurrencies. The reviewed literature indicates that cryptocurrency market volatility is influenced by speculative demand, 

macroeconomic conditions, changes in investor sentiment, technological developments, regulatory announcements, and 

movements in related financial markets. Earlier studies by Baur and Dimpfl and by Corbet et al. similarly identified cryptocurrency 

markets as highly volatile and characterized by substantial time-varying risk. These findings suggest that market participants 

cannot assess cryptocurrency exposure using conventional assumptions of relatively stable returns and moderate price 

fluctuations. 

 

Liquidity risk further amplifies market risk. Although major cryptocurrencies may record substantial trading volumes, liquidity is 

unevenly distributed across exchanges and individual digital assets. Smaller cryptocurrencies and tokens frequently have limited 

market depth, meaning that relatively large buy or sell orders can cause significant price changes. During periods of uncertainty, 

liquidity can deteriorate rapidly as market makers and investors withdraw from risky positions. Consequently, an investor 

attempting to sell a large cryptocurrency position during a market downturn may receive considerably lower prices than 

expected (Hossain et al., 2024). This finding is consistent with research showing that cryptocurrency liquidity is strongly related to 

volatility and that periods of high market stress can produce simultaneous deterioration in liquidity and prices (Islam, 2026). The 

interaction creates a feedback mechanism in which falling prices encourage selling, while reduced liquidity causes selling to exert 

an even greater downward effect on prices. 

 

Leverage constitutes an additional mechanism through which relatively modest price changes can become substantial financial 

losses. Cryptocurrency derivatives, margin trading, perpetual futures, and other leveraged instruments allow market participants 

to control positions substantially larger than their initial capital. While leverage can increase potential returns, it also increases 

exposure to margin calls and liquidation. A sharp decline in the price of a major cryptocurrency can therefore trigger automatic 

liquidation of leveraged positions, generating additional selling pressure (Hossain, 2021, 2022). The resulting decline may cause 

further positions to fall below required collateral levels, creating a cascade of forced selling. The evidence reviewed therefore 

indicates that cryptocurrency market risk is not determined solely by price volatility; it is magnified by the interaction of volatility, 

limited liquidity, leverage, collateral requirements, and automated liquidation mechanisms. 

 

3.3.2 Operational, Technological, and Cybersecurity Risks 

The findings also demonstrate that cryptocurrency-related financial risk extends beyond market prices to the technological 

infrastructure supporting digital assets. Cryptocurrency exchanges, digital wallets, blockchain networks, smart contracts, bridges, 

and decentralized finance platforms all represent potential points of operational vulnerability. Technical failures, software 

defects, network congestion, programming errors, and inadequate governance can interrupt transactions or prevent users from 

accessing their assets. In decentralized finance, vulnerabilities in smart-contract code can be particularly consequential because 

automated protocols may execute transactions without conventional institutional intervention. Consequently, a technical 

weakness can translate rapidly into direct financial losses. 

 

Cybersecurity incidents constitute another important source of financial risk. Cryptocurrency exchanges and wallet providers 

have historically been exposed to hacking, phishing, private-key compromise, fraud, and unauthorized transfers. Losses 

associated with such incidents can extend beyond the directly affected users because major security failures may undermine 

confidence in the broader cryptocurrency ecosystem. The review indicates that cybersecurity risk is therefore closely connected 

to market risk: a significant attack against a major exchange or protocol can generate uncertainty, trigger withdrawals, increase 

selling pressure, and contribute to wider market volatility. Previous research on cryptocurrency security has similarly emphasized 

that technological vulnerabilities and cyberattacks can affect both individual asset holders and the credibility of cryptocurrency 

markets. 

 

Governance weaknesses further complicate these risks. Some cryptocurrency projects depend on relatively small development 

teams, centralized service providers, or governance arrangements that may lack the transparency and accountability expected in 

traditional financial institutions. The failure of an exchange, lending platform, or stablecoin mechanism can therefore expose 

weaknesses in risk management, reserves, internal controls, or decision-making structures. The review consequently suggests 

that technological risk should not be treated as a purely technical problem. It is simultaneously a financial, governance, and 
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confidence risk because technological failures can produce losses, disrupt market functioning, and accelerate investor 

withdrawals. 

 

3.3.3 Investor Behavior, Speculation, and Information Risks 

Investor behavior emerges as another major determinant of cryptocurrency risk. The reviewed evidence indicates that 

cryptocurrency markets are strongly affected by behavioral factors such as herding, overconfidence, fear of missing out (FOMO), 

speculative expectations, and panic selling. Investors may purchase rapidly appreciating assets because they expect prices to 

continue increasing rather than because of fundamental valuation considerations (Yousaf, 2025). During periods of falling prices, 

the same investors may rapidly liquidate their positions to avoid further losses. Such behavior can generate self-reinforcing price 

movements and help explain why cryptocurrency markets frequently experience pronounced booms and sharp corrections. 

 

Herding is particularly relevant because cryptocurrency investors can observe trading activity, price movements, online 

discussions, and public sentiment almost continuously. When investors perceive that large numbers of other market participants 

are purchasing a particular cryptocurrency, they may interpret the behavior as evidence that prices will continue rising. 

Conversely, widespread selling can create the perception that further losses are imminent, encouraging additional investors to 

sell. Previous behavioral studies of cryptocurrency markets have provided evidence that investor sentiment and herding can 

contribute to abnormal price movements, particularly during periods of market uncertainty. 

 

Information and sentiment risks are further intensified by social media and online communities. Cryptocurrency prices can react 

quickly to news concerning regulation, technological developments, exchange problems, institutional adoption, or prominent 

individuals. Social-media discussions can amplify both accurate information and misleading claims, creating significant 

information asymmetry between market participants. For example, a regulatory announcement may initially be interpreted as 

either positive or negative depending on the prevailing market narrative, resulting in rapid changes in trading behavior. The 

findings therefore suggest that cryptocurrency price formation is influenced not only by economic fundamentals but also by 

expectations, narratives, media attention, and the speed with which information spreads through digital networks. This makes 

cryptocurrency markets particularly vulnerable to sentiment-driven volatility and coordinated speculative activity. 

 

3.4 Regulatory Developments and Risk Management 

3.4.1 Evolution of Cryptocurrency Regulation 

The review reveals substantial differences in the regulatory treatment of cryptocurrencies across jurisdictions. Regulatory 

approaches have generally developed around several objectives, including investor protection, market integrity, anti-money-

laundering (AML) and counter-terrorist-financing requirements, taxation, licensing of cryptocurrency service providers, and the 

preservation of financial stability. However, jurisdictions have adopted markedly different strategies. Some have developed 

relatively permissive or innovation-oriented frameworks, while others have adopted restrictive approaches toward 

cryptocurrency trading and related financial activities. A third group has increasingly adopted risk-based regulation, seeking to 

permit legitimate cryptocurrency activities while imposing stronger controls on activities considered to present significant 

financial or consumer risks (Rahman et al., 2022; Hemal et al., 2025). 

 

The development of cryptocurrency regulation has also shifted from treating digital assets primarily as an emerging 

technological phenomenon toward recognizing their financial and systemic implications. Major jurisdictions have increasingly 

introduced requirements concerning licensing, customer protection, market conduct, disclosure, custody, reserve management, 

and AML compliance (Rahman et al., 2025; Alam et al., 2026). The emergence of stablecoins has accelerated this process because 

stablecoins can combine characteristics of payment instruments, investment assets, and financial-market infrastructure (Islam, 

2026). Consequently, regulators increasingly face the challenge of determining which existing financial rules should apply to 

different categories of digital assets. 

 

The review further indicates that regulatory differences create opportunities for regulatory arbitrage. Cryptocurrency businesses 

can potentially relocate operations or serve customers through jurisdictions with less stringent requirements. While regulatory 

competition may encourage innovation, substantial differences in regulatory standards can make it difficult to establish 

consistent investor protection and market-integrity standards. This finding reinforces the importance of international 

cooperation and harmonization of minimum regulatory principles. 

 

3.4.2 Regulation, Market Stability, and Investor Protection  

Evidence reviewed in the study suggests that effective regulation can contribute to greater market transparency and investor 

protection. Licensing requirements, disclosure standards, custody rules, AML procedures, auditing requirements, and controls 

over market manipulation can reduce information asymmetry and strengthen confidence in cryptocurrency markets. Regulation 

may also encourage exchanges and other service providers to adopt stronger governance and risk-management systems. From 



Vol. 2 No. 1 (2026): Stout in Computer Science and Technology Studies: 58-71 

 

Page | 67  

this perspective, regulation can reduce certain forms of uncertainty even if it cannot eliminate the inherent volatility of 

cryptocurrency assets. 

 

Clear and predictable regulation appears particularly important. Where market participants understand the legal status of 

cryptocurrencies and the responsibilities of exchanges, custodians, issuers, and investors, uncertainty surrounding participation 

can decline. Conversely, inconsistent or rapidly changing regulatory policies may increase uncertainty and encourage short-term 

speculative responses (Alam et al., 2026; Alam et al., 2024). Regulatory announcements can themselves become volatility events 

when investors interpret them as signals of future restrictions or market opportunities. Thus, the findings indicate that the 

relationship between regulation and volatility is not necessarily straightforward: regulation may reduce structural risks over the 

longer term while individual regulatory announcements can produce short-term price fluctuations. 

 

At the same time, excessive restrictions may produce unintended consequences. If regulated institutions and exchanges face 

substantially higher compliance costs while unregulated platforms remain accessible, some activities may migrate toward less-

regulated jurisdictions or decentralized alternatives. This can make risks more difficult to monitor rather than eliminate them. The 

review therefore supports a proportionate, risk-based regulatory approach that distinguishes between different types of 

cryptocurrency activities according to their actual risks. Effective regulation should seek to reduce information asymmetry, fraud, 

market manipulation, and operational vulnerabilities without unnecessarily preventing responsible technological innovation. 

 

3.4.3 Regulatory Challenges and Emerging Policy Issues 

Several unresolved regulatory challenges remain evident. The cross-border nature of cryptocurrency transactions makes 

conventional jurisdiction-based regulation difficult to implement. A transaction can involve a user in one country, an exchange 

incorporated in another, a blockchain network operating globally, and assets held through decentralized infrastructure. 

Determining which jurisdiction should supervise such activity can therefore be complex. The problem is further intensified by the 

ability of users to transfer digital assets across borders relatively quickly. 

 

Decentralized finance presents an even greater challenge because conventional regulatory concepts are often based on 

identifiable intermediaries. In DeFi, lending, trading, borrowing, and other activities may be conducted through smart contracts 

rather than conventional financial institutions (Hasan et al.,2026). Regulators must therefore determine how concepts such as 

licensing, fiduciary responsibility, disclosure, consumer protection, and accountability can be applied to decentralized systems. 

Stablecoins also remain a major policy concern because failures involving reserves, redemption mechanisms, or governance 

could potentially affect large numbers of users and, in some circumstances, broader financial markets. 

 

The review additionally identifies regulatory arbitrage as a persistent challenge. Divergent rules may encourage firms and 

investors to move activities toward jurisdictions with less restrictive requirements. At the same time, rapid technological 

innovation means that regulatory frameworks can become outdated relatively quickly. Policymakers therefore face a continuing 

balancing exercise: regulations must be sufficiently strong to protect consumers and financial stability but sufficiently adaptable 

to accommodate technological development. A regulatory framework that is too weak may permit excessive risk accumulation, 

whereas one that is excessively restrictive may drive innovation and financial activity toward less transparent environments. 

 

3.5 Integrated Assessment and Implications for Financial Risk 

3.5.1 Interrelationship Between Volatility, Contagion, and Regulation 

An integrated assessment of the reviewed literature demonstrates that cryptocurrency volatility, contagion, and regulation are 

interconnected rather than independent sources of risk. High volatility increases the probability that leveraged positions will be 

liquidated, liquidity will deteriorate, and investors will engage in panic selling. These developments can transmit shocks from one 

cryptocurrency or platform to another through common investors, shared exchanges, stablecoins, lending arrangements, 

derivatives markets, and interconnected DeFi protocols. Consequently, an initial disturbance affecting one major asset or 

institution can develop into a broader market event (Hossain et al., 2026). 

 

Contagion is particularly significant because cryptocurrency markets have become increasingly interconnected. For example, a 

failure of a major exchange or lending platform may cause investors to sell multiple assets simultaneously, even when those 

assets are not directly responsible for the original problem. Similarly, stress in a stablecoin can affect trading pairs, DeFi lending 

markets, and cryptocurrency liquidity more broadly. Previous studies of cryptocurrency connectedness have generally found that 

correlations and spillovers increase during periods of market stress, supporting the view that diversification benefits can weaken 

precisely when they are most needed. 

 

Regulation interacts with these mechanisms by influencing investor expectations, institutional participation, market transparency, 

and the resilience of market infrastructure. Clear regulation can reduce certain operational and information risks, whereas 
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regulatory uncertainty can intensify speculative behavior and market reactions to policy announcements. The central finding is 

therefore that cryptocurrency financial risk should be understood as a dynamic system in which market volatility, leverage, 

liquidity, investor behavior, technological vulnerabilities, contagion, and regulatory conditions continuously influence one 

another. 

 

3.5.2 Implications for Investors, Financial Institutions, and Policymakers 

For cryptocurrency investors, the findings emphasize the importance of comprehensive risk assessment rather than focusing 

exclusively on expected returns. Investors should recognize that cryptocurrency prices can experience substantial and rapid 

fluctuations and that diversification across digital assets does not necessarily eliminate systemic cryptocurrency-market risk. 

Liquidity conditions, counterparty exposure, custody arrangements, leverage, technological vulnerabilities, and regulatory 

developments should also form part of investment decisions. The evidence particularly cautions against excessive leverage 

because forced liquidation can transform an ordinary market decline into a much larger loss (Hossain et al., 2026; Alam et al., 

2023). 

 

For banks and institutional investors, cryptocurrency exposure requires appropriate governance, valuation, liquidity, custody, 

cybersecurity, and counterparty-risk controls. Financial institutions increasingly interacting with digital assets need to distinguish 

between risks associated with the assets themselves and those associated with exchanges, custodians, stablecoin issuers, DeFi 

platforms, and other intermediaries. Scenario analysis and stress testing can help institutions evaluate the consequences of 

severe price declines, liquidity shortages, cyber incidents, and contagion across interconnected markets (Kaur et al., 2025). 

 

For cryptocurrency exchanges and other service providers, the findings highlight the importance of maintaining adequate 

liquidity, robust cybersecurity systems, transparent governance, appropriate customer-asset segregation, and effective internal 

controls. For policymakers, the evidence supports risk-based regulatory oversight, standardized disclosure, effective AML 

frameworks, consumer-protection mechanisms, and enhanced monitoring of leverage and systemic interconnections (Krishna, 

2023). International cooperation is particularly important because cryptocurrency markets operate across national boundaries. 

Overall, effective risk management requires coordination among investors, financial institutions, exchanges, technology 

providers, and regulators rather than reliance on any single risk-control mechanism (Kaur et al., 2025; Alam et al., 2025). 

 

3.5.3 Research Gaps and Future Directions 

Despite substantial growth in cryptocurrency research, several important gaps remain. First, existing studies employ different 

measures of volatility, liquidity, contagion, market connectedness, and systemic risk, making direct comparison of findings 

difficult. Some studies focus on individual cryptocurrencies, while others examine broad cryptocurrency indices or groups of 

assets. Future research should develop more consistent risk measures that permit comparison across assets, market conditions, 

and jurisdictions. Second, the rapidly changing structure of cryptocurrency markets creates limitations for long-term empirical 

conclusions. The emergence of stablecoins, tokenized assets, decentralized exchanges, DeFi protocols, institutional 

cryptocurrency products, and new blockchain technologies means that findings based primarily on earlier market structures may 

not fully explain current risks (Sami et al., 2024; Saha et al., 2026). Longitudinal studies should therefore examine whether 

previously documented relationships between cryptocurrency prices, traditional financial markets, liquidity, and investor 

sentiment remain stable as the market evolves. Third, more comparative research is needed on regulatory differences across 

jurisdictions. Future studies could examine whether risk-based, restrictive, or permissive regulatory frameworks produce different 

outcomes in terms of volatility, market participation, liquidity, investor protection, and innovation. Cross-country research could 

also investigate whether regulatory harmonization reduces regulatory arbitrage and improves market resilience. Such work 

would be particularly valuable given the global and borderless nature of cryptocurrency markets. 

 

Finally, future research should place greater emphasis on the interaction between financial, technological, behavioral, and 

regulatory risks. Greater attention is needed to DeFi contagion, stablecoin stress, cyber incidents, smart-contract vulnerabilities, 

artificial intelligence-driven trading, institutional adoption, and the transmission of cryptocurrency shocks to traditional financial 

markets. Comparative, longitudinal, cross-market, and interdisciplinary approaches combining finance, economics, computer 

science, behavioral studies, and regulatory research would provide a more comprehensive understanding of cryptocurrency-

related financial risk.  

 

4. Conclusion 

This review concludes that cryptocurrency markets have become an important component of the global financial system while 

continuing to exhibit substantial financial risks arising from extreme volatility, interconnectedness, market concentration, 

leverage, liquidity constraints, and regulatory uncertainty. The evidence reviewed indicates that cryptocurrency volatility is 

generally higher than that of traditional financial assets and is strongly influenced by speculative trading, investor sentiment, 

technological developments, macroeconomic conditions, and market-specific events. The review also demonstrates that financial 
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risks can spread across cryptocurrencies and, increasingly, between crypto-assets and conventional financial markets through 

common investors, institutional exposures, stablecoins, exchanges, and other interconnected financial channels. Contagion is 

particularly pronounced during periods of market stress, when liquidity shortages, leveraged positions, and declining investor 

confidence can amplify losses across markets. At the same time, regulation emerges as a critical mechanism for reducing 

systemic vulnerabilities, improving market transparency, protecting investors, strengthening stablecoin and exchange oversight, 

and limiting excessive leverage and illicit financial activities. However, fragmented regulatory approaches across jurisdictions can 

create regulatory arbitrage and weaken the effectiveness of risk-management measures. Overall, the findings suggest that 

cryptocurrencies should neither be viewed solely as speculative assets nor treated as isolated financial instruments; rather, their 

growing integration requires continuous monitoring and coordinated risk-management frameworks. Future policy should 

therefore combine proportionate regulation, enhanced disclosure and transparency, robust consumer and investor protection, 

effective market surveillance, and international regulatory cooperation. Such measures can help preserve the potential benefits 

of financial innovation while reducing the probability that cryptocurrency-related volatility and contagion develop into broader 

financial instability. 
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